C. A Lidster-Style Exception to the
This Article explores how the use of predictive surveillance to prevent terrorist and criminal activity may shape Fourth Amendment law. Predictive surveillance refers to a potential model of surveillance in which government collects data in bulk and then uses predictive analytics to detect patterns indicating terrorist or criminal activity. The existing model of surveillance regulation presumes that the government's first step is to target a specific person. Therefore, the first analytical step in evaluating the constitutionality of a given surveillance practice is to determine whether the government had sufficient particularized suspicion about the target. Predictive surveillance, however, confounds the existing model because it requires collection of massive amounts of data with no particularized suspicion. Despite that disconnect, judges will face great pressure to twist existing doctrine rather than ban the data collection that the government claims is necessary to fight terrorism or crime. Assuming that courts will be predisposed to find predictive surveillance constitutional, this Article explores the various doctrinal approaches that courts could take to approve predictive surveillance and assesses the risk that each approach poses to Fourth Amendment doctrine., Part I introduces the concept of predictive analytics and describes predictive surveillance as a potential application of predictive analytics. Part II first identifies the technical and political challenges that the government will face if it tries to implement predictive surveillance and then discusses the reasons to believe that researchers and political actors will overcome these challenges. Part III describes why predictive surveillance threatens Fourth Amendment doctrine itself and offers a cautionary tale of how courts evaluating a prior mass surveillance program twisted the statutory language to authorize the program. Part IV discusses the different ways that courts could apply the Fourth Amendment's third-party and public-exposure doctrines to predictive surveillance and then assesses how each approach could affect the development of those doctrines. Finally, Part V discusses the different ways that courts could apply the Fourth Amendment reasonableness standard to predictive surveillance and assesses how each approach could affect the reasonableness standard.
I. WHAT IS PREDICTIVE SURVEILLANCE?
Predictive surveillance is one potential application of predictive analytics, a branch of data science that predicts future behavior based on the patterns found in past behavior.2 Predictive analytics applies statistical and computational tools to often massive volumes of data to find and act upon patterns in the data. One common approach to predictive analytics involves "training" a predictive algorithm on a subset of data about which you know the outcome, testing the algorithm on a different subset of that data, and finally applying the algorithm in. real time to emerging data to help predict future outcomes. 3 Public and private entities alike are using predictive analytics. Employers analyze employee data to predict which employees are likely to leave and decide how to retain employees at risk of departure.4 Merchants use predictive analytics to identify customers likely to switch to competing products or services.5 Manufacturers use real-time data from "smart" devices to predict when machines will fail. 6 Doctors use patient data to build algorithms to predict which intensive care unit patients will develop sepsis.7 Government agencies use predictive [https://perma.cc/ML7Z-CM8L] (reporting survey findings that 49 percent of business to business marketers already use predictive analytics, and 40 percent plan to start using it within six months); LaRiviere et al., supra note 6 (discussing impact of predictive analytics for predicting consumer demand, optimizing consumer pricing, and predicting supply chain maintenance needs). Act must demonstrate to a court that there is probable cause to believe that the interception will reveal evidence of a felony listed in Section 2516); 18 U.S.C. § 2703(d) (2012) (under the Stored Communications Act, the government may compel an internet service provider to produce subscriber information by showing "reasonable grounds to believe" that the records are relevant and material to an ongoing criminal investigation); 50 U.S.C. § 18o4(a)(3)(A) (2012) (foreign intelligence investigators seeking to intercept electronic communications under the Foreign Intelligence Surveillance Act must show probable cause to believe that the surveillance target is "a foreign power or an agent of a foreign power"); United States v. Jones, 565 U.S. 400, 404 (2012) (criminal investigators installing a GPS device to track a suspect's car must first obtain a warrant based on probable cause to believe that the tracking will reveal evidence of a crime). fact, the government would have no target in mind at all. Instead, the government would begin by collecting and analyzing all available data to find patterns that correlate with past terrorist or criminal activity. Then the government would use predictive algorithms to identify similar patterns in emerging data and, based on those patterns, use traditional targeted surveillance to investigate the suspects.
2
The constitutionality of predictive surveillance is a moot point unless the government actually attempts to implement it. The next Part, therefore, discusses the extent to which predictive surveillance is technically and politically possible.
II. THE TECHNICAL AND POLITICAL FEASIBILITY OF PREDICTIVE

SURVEILLANCE
If predictive surveillance never becomes technically or politically viable, then courts will not have to confront the constitutional issues discussed below. This Part first discusses the technical challenges to predictive surveillance and the reasons to believe that researchers will overcome those challenges. This Part next discusses the historical public opposition to pervasive surveillance technologies and the reasons to believe that the government will nevertheless implement predictive surveillance if it becomes technically viable.
A. The Potential ofPredictive Surveillance as a Counter-Terrorism and Law Enforcement Tool
Predicting terrorist activity is an especially challenging application of predictive analytics for several reasons. First, terrorist activity has a very low "base rate" because it occurs quite rarely.13 Some experts have argued that terrorist attacks and plots are so rare that they will not generate a unique signature that can be heard above the noise of all n Spencer, supra note 10, at 504.
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[Vol. 14.1 online activity.14 Second, given the vast amount of internet activity, using predictive analytics may produce many "false positives."15 Predictive surveillance is vulnerable to false positives because it may be difficult to discern patterns that distinguish terrorism-related activity from innocent Internet activity. 16 Too many false positives will yield far too many suspects for law enforcement or counter-terrorism agents to pursue. However, there is reason to believe that researchers may overcome these technical obstacles. First, with regard to low base rates, the unfortunate reality is that terrorist plots and attacks are becoming more common in the United States and across the globe. 18 Though the term "radicalized" may be susceptible of conflicting and controversial interpretations, the EADR study defines it quite broadly. The EADR dataset includes "individuals espousing Islamist, far right, far left, or single-issue ideologies who have radicalized within the United States to the point of committing ideologically motivated illegal violent or non-violent acts, joining a terrorist organization, or associating with an extremist organization whose leader(s) has/have been indicted of an ideologically The EADR dataset shows that the number of individuals revealed as radicalized stood at 193 in the 1970S, 242 in the 1980s, and 298 in the 1990s. In the 2ooos, however, that figure jumped to 451, and the figure is on pace to exceed 400 this decade.19 Another EADR measure tracks the number of terrorist plots in which those radicalized individuals were involved, ranging from "nebulous" plots to executed attacks. There were 117 plots discovered in the 1970s, 148 in the 198os, and 142 in the 1990s. In the 2000s, the total jumped to 209, and the figure is on pace to exceed 200 again in the 2010S.
0
Second, with regard to a discernible terrorism "signature," terrorist activity increasingly occurs online. The Internet has become an important tool for violent extremist organizations. anyone arrested, indicted, and/or convicted of either engaging or planning to engage in ideologically motivated unlawful behavior, or anyone who belonged to a designated terrorist organization or a violent extremist group. For planned violence, there must be a fairly direct connection between the individual and the plot. Note: radicalization does not necessarily involve violence. An individual who provides material support to an Islamist group because he/she identifies with the group's goals but does not participate in any attacks, or someone who runs a website for a violent extremist group, or is arrested for trespassing because they were stalking an individual for ideological reasons (like animal rights activists harassing employees of medical research labs) would count as radicalized. Note: radicalization does not include non-ideological criminal acts or legal ideological activities. For example, selling weapons to a group for material gains rather than ideological affinity would not count as radicalized. And someone who openly supports an extremist group that participates in politics (such as voting for a Communist Party candidate for office) would also not be radicalized.
Id. at 4-5. Even lone wolf attackers have increasingly visible online profiles. Many lone wolf attackers "are only loners in their offline life, but are often very active in communicating their views and radical opinions in vIOLENT EXTREMISM, supra note 13, at 39 ("Social media has now become the mainstream recruitment platform for online radicals and extremists."). media text: leakage, fixation, and identification.34 The tool extracted relevant data from social media and used keywords and natural language processing to identify warning behaviors.35 The researchers put the tool into operation by scanning the social media equivalent of several million documents a day for three days.3 6 In that time, they received 13o hits for posts suggesting violent intent and making at least one favorable reference to bombs or weapons. 37 Another recent study bridged the gap between using social media to predict civil unrest and studying online terrorist activity.3 8 Johnson et al. used subject matter expertise and natural language processing to identify online pro-ISIS groups, or "aggregates."39 Their primary conclusions related to development, disruption, and regeneration of aggregates. 40 However, their research also showed a connection between online aggregates and real-world events. They found that an escalation in pro-ISIS aggregates corresponded with the ISIS assaults on Kobani in September 2014. 41 In addition, their study suggested that, "instead of having to analyze the online activities of many millions of 34 Id. at 377. The warning behaviors are drawn from a broader body of research studying predictors of targeted violence. Id. Leakage means "communication of intent to do harm to a third party." Fixation means behavior "which indicates an increasing pathological preoccupation with a person or cause." And identification means "a behavior which indicates a desire to be a 'pseudo-commando' -i.e., have a warrior mentality, closely associate with weapons or other military or law enforcement paraphernalia, identify with previous attackers or assassins, or identify oneself as an agent to advance a particular cause." Id. 35 Id. at 378, 383-84. 36 Id. at 385. 37 Id. Deploying a tool like this would not be a self-effecting warning device. Instead, it would be used to flag high-risk individuals for review by human analysts. Id. at 378. Because this project was merely a prototype, the researchers did not attempt to investigate the 130 hits. They did add a filter for anti-Semitic sentiment which yielded four hits -a "Neoconservative Right magazine, a Christian blog, and two anti-Jewish blogs." Id. at 385. The researchers speculated that a real-world analyst who found these results would probably take no further action unless the websites had already been flagged. 
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[Vol. 14.1 individual potential actors worldwide, interested parties can shift their focus to aggregates, of which there will typically be only a few hundred."42 By suggesting both predictive value and a manageable dataset, this study offers some hope for predictive surveillance as a tool in the fight against terrorism.
In addition to using online behavior to predict real-world terrorist attacks, researchers may also use online behavior to predict cyberattacks. One way to predict cyber-attacks is to study the online characteristics of websites that have and have not suffered attacks in the past. Researchers at Carnegie Mellon did just that when they trained a classification algorithm to predict which websites would be subject to cyber-attacks.43 A second approach is to analyze the transactional data itself to identify patterns in the cyber-attacks. For example, MIT researchers developed a tool that predicts cyber-attacks by analyzing online transactions with potential cyber-attack targets.44 A third approach significantly expands the types of data one might analyze to predict cyber-attacks. For example, the Intelligence Advanced Research Projects Activity runs a program called "CAUSE," which funds research on using "unconventional" signals to predict cyberattacks.45 In one such project, researchers at the Rochester Institute of Technology developed a classifier to predict cyber-attacks based on references to the target company and to cyber-attacks in general on Twitter as well as in databases of world media coverage. Other CAUSE-funded research considers unconventional predictors such as black market prices for malware and internet search queries that may show attackers trying to map IP lists to plan their attack strategy. 47 In sum, although predictive surveillance faces significant technical challenges, there is reason to believe that researchers will overcome them in at least some applications.
B. The Political Viability ofPredictive Surveillance as a CounterTerrorism and Law Enforcement Tool
Based on recent backlashes after secret surveillance programs came to light, predictive surveillance would face significant public resistance. In the wake of the September 11, 2001 terror attacks, public sentiment was as favorable as one could imagine toward government surveillance. The resulting shock and fear muted public opposition to the USA PATRIOT Act's expanded surveillance powers. budget."5 Those programs moved out of DARPA to the National Security Agency's Advance Research and Development Activity. 56 In addition, the federal government is sponsoring significant research efforts geared to predict both large-scale societal events like protests and small-scale events like terrorist activity. The Intelligence Advanced Research Projects Activity ("LARPA") is a research-funding entity within the Office of the Director of National Intelligence.57 One major LARPA research initiative is "Anticipatory Intelligence," which "focuses on characterizing and reducing uncertainty by providing decision makers with timely and accurate forecasts of significant global events. [Vol.14.1 natural disasters." 6 0 Similarly, IARPA's Cyber-attack Automated Unconventional Sensor Environment (CAUSE) program seeks to develop "new automated methods that forecast and detect cyberattacks significantly earlier than existing methods." 6 1 CAUSE seeks to use "earlier attack phases, such as target reconnaissance, planning, and delivery," to "enable warning of significant cyber events prior to their most damaging phases." 6 2 LARPA's OSI project yielded an automated system that predicts significant societal events based on open-source data. The system, Early Model-Based Event Recognition using Surrogates (EMBERS), generates real-time forecasts of significant societal events such as civil unrest, disease outbreaks, elections, and domestic political crises. 6 3 EMBERS forecasts include predictions of the day, location, type of event, and participating population. 6 4 To forecast civil unrest, EMBERS relies on social media data, Wikipedia, news, blogs, and economic data. 6 5 EMBERS has successfully forecast civil unrest in Brazil, Venezuela, Mexico, Columbia, and Paraguay. 66 Other researchers working on an IARPA grant took a simpler approach to predicting civil protests across Latin America from 2011 to 2014. They found that, by calculating both the volume and the rate of change in the volume of certain keywords related to protests, they could use Google Trends data to predict street protests one week in advance. 6 7 LARPA is not the only government agency funding research into predicting terrorism. Horizon 2020, the European Union's research funding initiative, funds a wide array of programs intended to secure Europe's global competitiveness and security. 68 Horizon 2020's most recent call for proposals sought projects that would generate "policy recommendations and tools aimed at improving their ability to prevent and detect radicalization by national and local security practitioners in a timely manner, i.e. before individuals turn towards violent, criminal or terrorists [sic] acts." 6 9
Given the extent of the prediction-based research agenda and the critical nature of the terrorist threat, the government would likely find the political will to implement predictive surveillance if it were a promising tool. It is less clear whether the public would tolerate the use of predictive surveillance for ordinary law enforcement, though the public might accept a program focused on predicting mass shootings and other high-casualty crimes. To be sure, government will always have incentives to expand its use of investigative tools, and limiting investigatory techniques to specific crimes may be challenging. However, as predictive analytics takes even deeper root in individuals' lives, some segments of the public may come to believe that terrorism and even some general crime prevention efforts should benefit from the same analytical tools as marketers, insurers, and financial institutions. The balance of this Article, therefore, discusses how existing Fourth Amendment doctrine might accommodate predictive surveillance and assesses the extent to which these accommodations threaten to destabilize Fourth Amendment doctrine itself. This Article identifies the narrowest possible way to authorize predictive surveillance so that it does not become the thin edge of the wedge that pries open Fourth Amendment jurisprudence. Predictive surveillance does not fit the existing model of surveillance regulation. Nevertheless, given the high stakes of surveillance programs promising to prevent domestic terrorism and serious crimes, courts will feel pressure to authorize the programs. That pressure may lead courts to distort Fourth Amendment doctrine itself. This Part discusses why predictive surveillance poses such a threat and shows how past courts twisted seemingly-plain statutory language to accommodate mass surveillance.
Two factors contribute to the threat that predictive surveillance poses to existing surveillance law. The first factor is the lack of individualized suspicion at the data collection phase, which puts predictive surveillance at odds with the existing frameworks of surveillance regulation. Existing surveillance law first evaluates whether the government can demonstrate sufficient suspicion about the surveillance target. For example, the traditional Fourth Amendment search and seizure analysis asks whether the target of the search enjoys a reasonable expectation of privacy.7o Similarly, before the government can intercept wire or electronic communications, the Electronic Communications Privacy Act requires the government to show probable cause to believe that the target has committed or will commit a specified offense.71 Under the Foreign Intelligence Surveillance Act, the government must demonstrate that the surveillance target is "a foreign power or an agent of a foreign power."72 And even under FISA's more permissive business records provision, the government must still demonstrate reasonable grounds that the records it seeks are "relevant to an authorized investigation" to obtain foreign intelligence information or to protect against international terrorism.73 Predictive surveillance, however, rests on the opposite premise. At the point of collection the government has no suspicion about any particular subject. Instead, the goal is to collect all of the data, identify predictive patterns, and use those patterns later to prevent future terrorist or criminal activity.74 The current approach to surveillance regulation cannot accommodate a predictive surveillance model in which the first step is to analyze all the data for patterns that could later yield individualized suspicion.
The second factor contributing to the threat that predictive surveillance poses to existing surveillance law is the emotional appeal of pro-surveillance arguments. Unsurprisingly, surveillance proponents frame their arguments in stark terms emphasizing the dire consequences of a terrorist attack.75 These arguments have deep emotional appeal. Recall the effect of National Security Advisor Condoleezza Rice's warning before the second Iraq war about the risk that Saddam Hussein possessed weapons of mass destruction: "We do not want the smoking gun to be a mushroom cloud."7 6 As former NSA General Counsel Stuart Baker recognized just months after 9/11, "If using more intrusive technology is the only way to prevent horrible crimes, chances are that we'll decide to use that technology, and then adjust (2015) . For example, after excoriating the government for systemically violating FISC-imposed rules for handling the bulk email program (Section 702), the FISC nevertheless granted the NSA's request to restart the program (which had lapsed after systematic violations) and to "collect and use the wider swath of information going forward." Id. at 564-65. metadata collection program. Under Section 215 of the USA PATRIOT Act,79 the government may not obtain an order to produce business records without showing "reasonable grounds to believe that the tangible things sought are relevant to an authorized investigation . .. to obtain foreign intelligence information not concerning a United States person or to protect against international terrorism or clandestine intelligence activities."80 In 2006, in an effort to find statutory authority for the bulk telephone metadata collection program that the Bush administration began after 9/11, the government sought a Foreign Intelligence Surveillance Court order directing telecommunication companies to provide bulk call detail records pursuant to Section 215. 81 The government argued that all of the call detail records were relevant because the NSA could not conduct metadata analysis unless it first collected all of the data. 8 2 The FISC granted the government's application in an order that contained no legal analysis. 8 3 The FISC repeatedly reauthorized the government's applications over the next eight years, although no FISC judge offered any legal analysis until after Edward Snowden revealed the existence of the program and the FISC's authorization. every telephone call rendered the term meaningless. 8 5 Second, the text of Section 215 itself included three illustrations of records that were "presumptively relevant to an authorized investigation": records pertaining to (1) a foreign power or agent thereof, (2) activities of a suspected agent of a foreign power who is the subject of the authorized investigation, and (3) an individual in contact with or known to such a suspected agent of a foreign power. 86 None of these examples are consistent with so broad an interpretation of the term "relevant." Finally, the drafter of the USA PATRIOT Act, former Republican House member James Sensenbrenner, confirmed that Congress intended to prevent the government from using Section 215 to engage in bulk collection. 8 7
Predictive surveillance will present an even stronger motivation for shoehorning bulk collection into the traditional surveillance regulation model. The NSA bulk telephone metadata collection program offered the government a fallback position. Rather than collecting all of the data from the telecommunications providers in advance, the government could instead have made individual requests from each provider about each subject of interest. In fact, that is precisely the approach that Congress took in the post-Snowden reform legislation. The USA FREEDOM Act prohibited bulk collection under Section 215, and instead required the government to conduct its "contact chaining" analysis by obtaining records on a case-by-case basis directly from the telecommunications companies. 88 For predictive analytics, however, there is no such fallback position. Either the government collects all of the data, or it cannot conduct the analysis.
Hard cases often make bad law, and evaluating predictive surveillance under the existing surveillance regulation framework will likely present a very hard case. The rest of this Article discusses the avenues that courts could take to authorize the bulk collection required 85 See Laura K. Donohue, Bulk Metadata Collection: Statutory and Constitutional Considerations, 37 HARV. J. L. & PUB. POL'Y 757,841 (2014) ("It would be impossible to establish that all customer and subscriber records pertain to a foreign power or an agent thereof, or to a particular, suspected agent of the same, who is the subject of an authorized investigation. Perhaps five or ten customers may fall into this category, but to include millions simply pushes the bounds of common sense. Accordingly, the telephony metadata are neither relevant nor presumptively relevant."). 
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[Vol. 14.1 SPENCER for predictive surveillance and analyzes which of those avenues would least disrupt Fourth Amendment jurisprudence.
IV. PREDICTIVE SURVEILLANCE AND THE THIRD-PARTY AND PUBLIC-
ExPosuRE DOCTRINES
Part IV first summarizes the third-party and public-exposure doctrines and identifies potential exceptions that courts have begun to explore. Next, this Part considers the implications of the various approaches that courts could take to apply these doctrines to the data collection necessary for predictive surveillance.
A. The Third-Party and Public-Exposure Doctrines
The Fourth Amendment's protection against unreasonable searches applies only where the court determines that an individual enjoys a reasonable expectation of privacy. 8 9 Under the third-party doctrine, people enjoy no expectation of privacy in information shared with third parties, "even if the information is revealed on the assumption that it will be used only for a limited purpose and the confidence placed in the third party will not be betrayed."90 Accordingly, there is no Fourth Amendment protection for information such as telephone numbers that an individual dialed91 or bank account records held by the bank. 92 Similarly, under the public-exposure doctrine,93 people enjoy no expectation of privacy in information that 89 E.g., Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring). they knowingly expose to the public.94 Thus, there is no Fourth Amendment protection for one's movements along public roads (at least when monitored over a short period of time)95 or for areas of one's property visible from an airplane or a helicopter.9 6 The Supreme Court has wrestled with how to apply the publicexposure doctrine to long-term location tracking. In United States v. Jones, the thirty-day aggregation of location data about a single individual was enough to overcome the general rule that one lacks an expectation of privacy in one's location in public spaces. 97 The aggregation in Jones would pale in comparison to the massive aggregation necessary for predictive surveillance. For example, the NSA's Section 215 bulk telephone metadata program collected and stored five years of metadata on American telephone users' calls.9 8 Similarly, a national network of automated license plate readers could create a catalog showing where every car in the country traveled for as long as the program operated.99
In addition, Justice Sotomayor's concurrence in Jones raised questions about whether the third-party doctrine is well suited to the digital age. 
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[Vol. 14.1 SPENCER service,1oI and the Ninth Circuit held that the mere fact that others had occasional access a computer connected to a university network did not deprive the computer user of a reasonable expectation of privacy.102 Given the narrow circumstances of Jones, the Supreme Court has wide latitude to decide how to apply the third-party and public-exposure doctrines to any type of mass surveillance.
With its recent grant of certiorari in United States v. Carpenter, the Court is poised to decide whether the third-party doctrine applies to gathering long-term cell site location information from a cellular telephone provider.103 The Carpenter decision could significantly impact how future courts approach predictive surveillance. If the Court holds that long-term CSLI collection does not fall within the third-party doctrine, that would make it more difficult for courts to find predictive analytics data collection to fall within the third-party doctrine. On the other hand, even a holding that long-term CSLI collection falls within the third-party doctrine would not necessarily compel the same decision for mass surveillance given the far broader scope of data collection at issue.
B. A Sweeping Approach to Predictive Surveillance Under the ThirdParty and Public-Exposure Doctrines
The simplest way to approve predictive surveillance would be a literal application of the third-party and public-exposure doctrines. Under such an approach, the court would reason that any information shared with third parties or exposed to the public is unprotected under the Fourth Amendment, no matter how long-term or pervasive the surveillance.
The only opinions to date applying the third-party doctrine to mass surveillance involve challenges to the NSA's bulk telephone metadata collection program. If the Court held that predictive surveillance data collection fell within the third-party and public-exposure doctrines, that would dramatically expand those doctrines. There would be nothing other than political opposition to prevent the government from collecting every scrap of data visible to the public or shared with a third party. The risk of such unbridled surveillance power appeared to give Chief Justice Roberts pause at oral argument in Jones, when he asked the government whether accepting its argument meant that the government was free to place GPS trackers on the justices' cars.n 7 Given 118 there is reason to believe that the Court would shy away from this most extreme avenue to approving predictive surveillance.
C. A More Nuanced Approach to Predictive Surveillance and the Third-Party and Public-Exposure Doctrines
A more nuanced approach would recognize that, at a minimum, the massive data aggregation required by predictive surveillance should override the third-party and public-exposure doctrines. This Article proposes that the third-party doctrine should not apply to the type of bulk collection necessary for predictive analytics. As I have argued elsewhere, the third-party doctrine is flawed because it represents an "all or nothing" approach to privacy that ignores reality in several significant ways.119
First, the third-party doctrine fails to distinguish third parties as ends from third parties as means.1 2 0 In the case that spawned the thirdparty doctrine, United States v. Miller, 121 the Court relied on its earlier "misplaced trust" cases.1 2 2 Under those cases, the Court warned that people who share information with acquaintances take a risk that those acquaintances may abuse their trust and tell others, including the police.123 But by extending that logic to the telephone numbers dialed in Smith v. Maryland, 124 the Court ignored the difference between ends and means. In the misplaced trust cases, the communication to an And it figured prominently in Riley v. California, 128 where the Court rejected law enforcement's attempt to apply the search incident to arrest doctrine to cell phone data.129 Under that doctrine, when law enforcement officers arrest a suspect, they may search personal property on the arrestee's person or within his immediate control without a warrant.13 0 This exception to the probable cause requirement exists (1) to protect the arresting officers from harm and (2) to prevent the destruction of evidence. 13 The Court refused to apply the exception to cell phones for two reasons. First, the Court reasoned that searching a cell phone would not serve the doctrine's purposes because a cell phone neither threatens officer safety nor triggers a need to preserve evidence.132 Second, the Court reasoned that the vast aggregation of data found within a cell phone rendered a cell phone search far more intrusive than a physical search of objects on one's 13Id. at 2483-84. 12 Id. at 2485-87. 33 Id. at 2489.
The anti-aggregation norm also lies at the heart of the concurring opinions that rejected long-term, warrantless GPS tracking in United States v. Jones. Justice Alito recognized that short-term location monitoring would not violate one's reasonable expectation of privacy. However, when the tracking lasted for four weeks, this long-term tracking exceeded one's reasonable expectation of privacy because "society's expectation has been that law enforcement agents and others would not -and indeed, in the main, simply could not -secretly monitor and catalogue every single movement of an individual's car for a very long period."134 And Justice Sotomayor reasoned that people should not have to "expect that their movements will be recorded and aggregated in a manner that enables the Government to ascertain, more or less at will, their political and religious beliefs, sexual habits, and so on."13 Although Riley and Jones answered different legal questions,13 6 they both relied on the notion that the aggregation of data can give rise to Fourth Amendment protection, even if the individual data points would not merit such protection. For that reason, commentators have characterized both Riley and the Jones concurrences as evoking the mosaic theory, which is "premised on aggregation [in that] it considers whether a set of non-searches aggregated together amount to a search because their collection and subsequent analysis creates a revealing s35 Id. at 415-16 (Sotomayor, J., concurring); Commonwealth v. Augustine, 4 N.E.3d 846, 862-63 (Mass. 2014) (declining to apply the third-party doctrine to cell site location data obtained from a cell phone provider and reasoning that "even CSLI limited to the cell site locations of telephone calls made and received'may yield a treasure trove of very detailed and extensive information about the individual's 'comings and goings' in both public and private places").
Finally, the third-party doctrine rests on a flawed assumption that the third-party disclosure assumes the risk of further disclosure.3 8 In United States v. Miller, the Court relied on the notion that bank and telephone customers voluntarily assume the risk that third parties will disclose their information.139 Even if this reasoning justified an allencompassing third-party doctrine four decades ago, it does not hold true today. First, consumers do not have a meaningful choice about whether to use services that involve sharing data with third parties. 140 And second, even if consumers did have a choice, they would lack the information needed to exercise that choice.141
Given the risks posed by mass surveillance, courts should not put predictive surveillance beyond constitutional reach by holding that it falls within the third-party and public-exposure doctrines. Such a sweeping approach would entrench the third-party and publicexposure doctrines in every conceivable context. Even for courts predisposed to approve predictive surveillance, the sounder approach would be to refuse to apply the third-party and public-exposure doctrines and instead adopt one of the reasonableness approaches discussed below. This would give courts more control over when Certainty, 77 LA. L. REV. 805, 827 (2017) (noting that Justice Sotomayor's concurrence in Jones and the Riley opinion reflect the mosaic theory). Riley, of course, did not rely solely on the mosaic theory. Riley also noted that cell phones are likely to hold uniquely personal types of data such as internet search and browsing history, historic location information, and other detailed information about one's life, and that cell phones also provide access to vast amounts of data stored in the cloud rather than on the device itself. Riley, 134 S. Ct. at 2490-91. In addition, although Justice Sotomayor's concurrence in Jones explicitly invoked the mosaic theory, Justice Alito's concurrence may be read more narrowly. Jones, 565 U.S. at 430 (Alito, J., concurring). He did not rely explicitly on the portrait of one's life that four weeks of location tracking could yield. Id. Instead, he drew a purely expectation-based distinction by reasoning that people expect law enforcement to engage in short-term but not long-term location tracking. Id. 141 Spencer, supra note 119, at 405-o6. predictive surveillance was or was not justified, while also allowing the third-party and public-exposure doctrines to adapt to the digital era. Accordingly, the next Part considers how courts could apply the Fourth Amendment's reasonableness requirement to predictive surveillance.
V. PREDICTIVE SURVEILLANCE AND THE REASONABLENESS
REQUIREMENT
This Part discusses how future judicial approval of predictive surveillance could affect the Fourth Amendment reasonableness requirement. It first summarizes the reasonableness requirement and the general rule that reasonableness demands a warrant issued upon probable cause. Next, it discusses several different exceptions to the warrant requirement and considers the implications of relying on each exception to authorize predictive surveillance.
A. The Reasonableness Requirement
In the law enforcement context, reasonableness under the Fourth Amendment generally requires that officers obtain a warrant supported by probable cause that the search will reveal evidence of a particular crime.142 The Supreme Court, however, has developed numerous exceptions to the warrant requirement.143 Although these exceptions vary in their particulars, they each purport to apply the Fourth Amendment's requirement that searches and seizures be reasonable.144
To assess reasonableness, courts balance the government's interest in the search against the nature of the intrusion on individual liberties.145
The reasonableness analysis highlights the difference between traditional and predictive surveillance. Even where the Court does not 
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[Vol. 14.1 require a warrant issued upon probable cause, the reasonableness requirement usually demands some degree of individualized suspicion.14 6 Predictive surveillance by its nature is incompatible with the warrant and probable cause standard because, by definition, the government has no particularized suspicion about the subjects of the surveillance. In theory, courts could simply reason that there is neither probable cause nor even reasonable suspicion for bulk data collection, and therefore predictive surveillance can never meet the Fourth Amendment's reasonableness requirement. Such a dogmatic approach seems highly unlikely as well as unduly restrictive if the technology has the potential to deter terrorism or crime. Therefore, courts predisposed to authorize some form of predictive surveillance are likely to rely on or expand existing exceptions to the warrant requirement.
B. A Terry-Style Exception to the Warrant and Probable Cause Requirement for Predictive Surveillance
The most sweeping doctrinal approach to finding predictive surveillance reasonable would carve out an exception similar to the stop and frisk exception in Terry v. Ohio.47 Although the stop and frisk shares almost nothing in common with predictive surveillance, the techniques do share one feature from the perspective of Fourth Amendment law: neither fits neatly into the traditional categories of Fourth Amendment doctrine. Just as the Supreme Court created an exception to bridge that doctrinal disconnect in Terry, courts could create a similar exception for predictive surveillance.
In Terry, the Court considered how to apply the Fourth Amendment to the stop and frisk, a technique in which an officer stops a suspect for questioning and frisks the person if he has reason to believe the suspect is armed.148 The technique did not fit neatly into the existing Fourth Amendment doctrine when the Court first confronted it. 149 The defendant argued that the police could not stop and frisk him without a warrant based on probable cause. 50 Yet the Court recognized that the stop and frisk took place in circumstances where obtaining a warrant was impractical.'s' The government argued that the stop and frisk did not constitute a search or seizure under the Fourth Amendment.152 Yet, such a categorical approach would have placed significant police infringements on individual freedom beyond constitutional regulation.53
The Court rejected a "rigid all-or-nothing model" of the Fourth Amendment's4 and instead adopted a compromise grounded in the reasonableness determination.'s That reasonableness determination required the Court to balance the government's interest against the nature of the intrusion on individual rights. [Vol. 14.1 14o0 investigatory stop is reasonable.160 Similarly, the weapons frisk does not require probable cause; instead, the officer must have reasonable grounds to believe the suspect is armed.1 6 1 Although the weapons frisk is a significant intrusion, that intrusion is reasonable in light of the government's interest in officer safety.1 6 2
Courts confronting predictive surveillance for the first time may take a similar approach to the stop and frisk in Terry. Had the Terry Court required probable cause, it would have rendered nearly all stop and frisks unconstitutional. Similarly, requiring the government to demonstrate particularized suspicion before undertaking predictive surveillance would effectively ban predictive surveillance because predictive surveillance, by definition, lacks particularized suspicion.
Following Terry's model, courts could balance the governmental interest in predictive surveillance against the nature of the intrusion. As to the governmental interest, courts could require the government to demonstrate a reasonable likelihood that predictive surveillance would reveal terrorist or criminal activity.1 6 3 Such a requirement would be analogous to Terry's requirement of reasonable suspicion that criminal activity is afoot. Absent such a requirement, the government's asserted interest would be speculative and should not justify an intrusion on individual liberty.
Courts could characterize the nature of the intrusion several different ways. For a broad exception sanctioning predictive surveillance for both counter-terrorism and law enforcement, courts could rely on the fact that the government was collecting information shared with third parties or exposed to the public. Thus, courts would treat the privacy interest as diminished under the circumstances. Such an approach would still credit the notion of assumption of risk underlying the third-party and public-exposure doctrines, but it would not take the drastic position that such information enjoys no Fourth Amendment protection no matter how pervasive the government's data collection practices.
On the other hand, courts could create a narrow exception by emphasizing the massive aggregation of data that predictive surveillance would entail. Just as the aggregation of data heightened 6 o Adams, 407 U.S. at 146. 161 Terry, 392 U.S. at 30. 162 Id. at 26; Adams, 407 U.S. at 146. 163 See Spencer, supra note 1o, at 528.
[Vol. 14.1 the degree of intrusion in Jones and Riley, the aggregation of data about the entire population -even data shared with third parties or exposed to the general public -would constitute a serious intrusion on individual liberty. In the face of so substantial an intrusion, courts might find predictive surveillance to be reasonable only if the data use were limited to anti-terrorism investigations, or possibly to criminal activity that threatened mass casualties. There is at least some recent support for such an approach. suspicion has no role to play in a purely information-seeking checkpoint, just as it has no role to play in other legitimate police activities like crowd control and public safety.173 Finally, the Court reasoned that information-seeking checkpoints were inherently less intrusive because they were brief and unlikely to elicit selfincriminating information.174
Having distinguished Edmond, the Court applied the reasonableness standard by balancing the gravity of the government interest, the degree to which the checkpoint served that interest, and the severity of the intrusion on individual liberty.175 The Court reasoned that the government interest was grave because they were investigating a fatal crime and because they were investigating a specific, known crime rather than "unknown crimes of a general sort."17 6 In addition, the Court noted that the information-seeking checkpoint significantly advanced the governmental interest because the checkpoint took place on the same highway about a week later and at roughly the same time of night as the hit and run. 177 Finally, the Court reasoned that the intrusion on liberty was relatively minimal because it involved just a few minutes of waiting, and because the law enforcement contact involved brief questioning and the distribution of a flyer. 178 On balance, the Court found the information-seeking checkpoint to be reasonable under the Fourth Amendment.
Courts deciding whether predictive surveillance is reasonable under the Fourth Amendment may draw several parallels to Lidster. First, predictive surveillance used for counter-terrorism could certainly be seen as going beyond the ordinary needs of law enforcement. Indeed, Edmond recognized in dicta that a checkpoint aimed at thwarting a known terrorist attack or catching a dangerous criminal would be permissible.179 Although the Supreme Court has not opined on whether antiterrorism searches go beyond ordinary law enforcement for purposes of the special needs exception,so lower courts have held that they do.1 8 1 To the extent that predictive surveillance also targeted future criminal activity, courts might reason that predicting and deterring future crimes also go beyond ordinary law enforcement. There is at least tangential support for this notion in the Court's cases determining that the probable cause standard did not apply to government intrusions seeking to prevent hazardous conditions.1 8 2 Next, the governmental interest would be far weightier than the interest in Lidster if the predictive surveillance scheme were limited to predicting i8o Courts and commentators disagree about whether Lidster was a "special needs" case. ) (arguing that suspicionless antiterrorism searches do not fit into the Supreme Court's administrative search or special needs search categories, and proposing that the Court treat an antiterrorism search as lawful under the special needs exception so long as any evidence gathered in the search is excluded from any criminal prosecution). terrorism or mass-casualty crimes.183 And if the government could demonstrate that the predictive surveillance is reasonably likely to identify suspects, then the surveillance would advance the government interest more directly than the suspicionless questioning in Lidster. Although predictive surveillance's intrusion upon individual liberties would dwarf the brief questioning in Lidster, courts might justify the intrusion based on the magnitude of the governmental interest.
There are, however, conceptual differences between predictive surveillance and the information-seeking checkpoint in Lidster. First, Lidster did not involve an entirely suspicionless search, because the police were investigating a specific crime in the area one week earlier.
Predictive surveillance would seek to predict unspecified future acts. Second, Lidster relied in part on the fact that the information-gathering checkpoint did not attempt to elicit evidence that the vehicle occupants had committed the crime. In contrast, predictive surveillance would not only build predictive models; it would also apply those models to emerging data and identify suspects. In light of these differences, courts may have a difficult time fitting predictive surveillance into an exception modeled on Lidster.
D. The Keith Case's Domestic Security Exception to the Warrant and Probable Cause Requirement
The narrowest way to approve predictive surveillance would be to rely on the rarely litigated exception to the warrant requirement for domestic security investigations. In United States v. United States District Court (the Keith case), the Supreme Court discussed how the Fourth Amendment applied to the investigation of a CIA office bombing in Michigan.1 8 4 The government tapped the defendant's phones based solely on the Attorney General's approval, rather than obtaining judicial approval. could seek targeted orders from each of the telecommunications providers.192
As a result, the field is wide open for courts to authorize predictive surveillance under the Keith case's flexible approach. The Keith case teaches that, to collect intelligence for domestic security investigations, the procedures need only be reasonable in relation to the government's need for domestic security intelligence information.193 The Keith case justified a more flexible definition of reasonableness in domestic security investigations because such investigations can involve difficulty in identifying targets and often attempt to prevent future acts.1 94 Similar concerns would be present in a predictive surveillance program aimed at counter-terrorism. Developing specific targets would be impossible without first gathering and analyzing all of the data. And the program's purpose would be to prevent future threats to domestic security.
To draft a predictive surveillance regime likely to comply with the Keith case, Congress would first have to limit the permissible uses of the information to counter-terrorism and other domestic security threats. If the surveillance could be used for broader purposes, the Keith case would not apply at all. Second, Congress would likely have to impose some form of advance judicial approval of the bulk collection.
Despite the flexibility of its balancing approach, the Court emphasized the importance of prior judicial approval as a check upon executive branch discretion.195 Given the Court's recognition that the form of prior judicial approval may adapt to the government interest in domestic security cases,19 6 Congress could require a prior judicial finding that predictive surveillance was likely to reveal patterns associated with counter-terrorism or domestic security threats.
Relying on the Keith case to authorize predictive surveillance would have the laudable effect of limiting the permissible uses of such a powerful technology. This might mean sacrificing the ability to prevent some types of criminal activity that predictive surveillance could detect.
Such a limitation offers a reasonable tradeoff in light of the sweeping data collection that predictive surveillance would require.197
VI. CONCLUSION
In light of predictive analytics' significant role in people's lives, it seems inevitable that the government will eventually turn to predictive surveillance. Assuming that the government can overcome the technical and political challenges, predictive surveillance will present a significant doctrinal challenge. Courts will feel great pressure to approve predictive surveillance, and they will have a variety of doctrinal approaches at their disposal. This Article proposes that courts should adopt the narrowest possible approach to avoid destabilizing existing Fourth Amendment doctrine. The narrowest approach would be. to avoid dramatic expansion of the third-party and public-exposure doctrines, and rely instead on the Keith case's domestic security exception to the warrant requirement. Not only would that approach avoid creating or expanding an exception to the warrant requirement; it would also limit the use of predictive surveillance to domestic security threats. Such an approach would represent a reasonable compromise between the promise of predictive surveillance and the intrusion posed by bulk data collection.
'97 For a discussion of the safeguards that Congress would need to build into a predictive surveillance statute, see, Spencer, supra note lo, at 527-36.
